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School of Business and Communication (SBC)
Undergraduate Business Administration Program
Cybersecurity Minor/Certification
CIS 410: Cyber Governance and Ethics
Meeting location and Class meeting schedule: Kieffer 9 Classroom, Canvas
Credits: 3	Section: #01-1		Term: Spring 2026 Semester

Instructor Information

Instructor: 			Eduard O. Merc, PhD, MBA, PMP
Email: 				Eduard.Merc@chaminade.edu 	
Phone: 			808-739-7589 (SBC Office)
Office Location: 		Kieffer 16 Office
Office Hours: 			(If needed) Mondays, 4PM-5PM HST
Virtual Office (Google Meet) 	https://meet.google.com/hfp-osce-yat 
Virtual Office Hours: 		(If needed) Mondays from 4PM to 5PM HST
 
Communication
If you communicate via CUH official email, which is preferred, please do so through the Canvas course page.  I will respond to your emails within 24 to 48 hours Monday through Friday unless I have notified the class of an alternate time frame due to possible travel.
School & Department Information

School of Business & Communication
Office Location: Kieffer Hall, Room 12
Phone: (808) 739-8369

If you have questions regarding the BUAD DUG program, reach out to your Instructor or the School of Business & Communication.






Course Description & Materials

Catalog Course Description
This course examines the managerial, organizational, and policy aspects of cybersecurity in modern enterprises. Students learn how organizations design and manage security programs, assess and mitigate risks, comply with regulatory standards, and respond to cybersecurity incidents. Emphasis is placed on governance, leadership responsibilities, and strategic decision-making rather than technical system configuration.
Pre-requisites: CIS 310 or consent of instructor.

Time Allocation
This is a three-credit hour course requiring approximately 135 clock hours of student engagement over the semester, in accordance with Chaminade University credit hour policy. Students will spend approximately:
• 37.5 hours in class or structured online sessions
• 45 hours on readings and weekly quizzes
• 30 hours on the final project
• 22.5 hours preparing for exams and reviewing course material

Required Materials
Whitman, M. E., & Mattord, H. J. Management of Cybersecurity, 7th Edition. Cengage Learning. ISBN: 979-8214011738.
Additional readings, videos, and case materials will be provided through Canvas.

Recommended Items
Reliable internet access, Microsoft Office or Google Workspace, and regular access to Canvas.

Canvas
Canvas (https://chaminade.instructure.com) will be used for announcements, lecture materials, quizzes, assignment submissions, grades, and feedback. Students are responsible for checking Canvas regularly.

Learning Outcomes
Program Learning Outcomes (PLOs)
Upon completion of the CIS program, students will be able to:
1. Apply computing principles to solve organizational problems
2. Analyze information systems within business and societal contexts
3. Demonstrate ethical and professional responsibility
4. Communicate technical and managerial concepts effectively




Course Learning Outcomes (CLOs)
Upon completion of CIS 410, students will be able to:
1. Explain cybersecurity governance structures and managerial responsibilities
2. Assess organizational cybersecurity risks and recommend mitigation strategies
3. Interpret major cybersecurity standards and compliance requirements
4. Develop basic security policies and response plans
5. Evaluate legal, ethical, and organizational impacts of cybersecurity decisions
6. Communicate cybersecurity risks to non-technical stakeholders

Marianist Values
This course supports Marianist educational principles by promoting ethical leadership, social responsibility, and adaptability to technological change. Students analyze how cybersecurity decisions impact individuals, organizations, and society, and how leaders must balance innovation with responsibility, trust, and service.

Native Hawaiian Values
This course reflects Native Hawaiian values by emphasizing collective responsibility, stewardship of resources, and respectful relationships. Cybersecurity is framed as a shared obligation to protect communities, data, and systems that support social well-being. Students are encouraged to view cybersecurity not only as a technical problem, but as a community and organizational responsibility.

Course Activities
Homework – Weekly Concept Check Quizzes (Option A)
Weekly homework assignments are delivered as Quick Concept Check quizzes in Canvas. Each quiz includes approximately 10-20 multiple-choice or short-answer questions covering key terminology, frameworks, risk concepts, and managerial decision-making. Each quiz takes about 15–30 minutes. Quizzes are due on Sunday at 11:59 PM.

Exams
There will be one midterm exam and one final exam assessing conceptual understanding and application of cybersecurity management principles.

Final Project
Students will complete a Cybersecurity Management Plan for a real or hypothetical organization, focusing on managerial strategy rather than technical configuration. The project includes organizational context, governance and compliance, risk analysis, controls, incident response, and training strategy. Length: 5–7 pages or approved presentation format.

Grading
Weekly Quizzes: 20%
Participation: 15%
Midterm Exam: 20%
Final Project: 30%
Final Exam: 15%
Total: 100%

Course Policies
Attendance
Regular attendance and participation are expected. Students are responsible for material covered during absences.

Late Work
Late assignments may receive reduced credit unless prior arrangements are made. Technical issues are not valid excuses for late submissions.

Extra Credit
Extra credit is not typically offered.

Changes to the Syllabus
The instructor reserves the right to modify the syllabus as needed to support learning objectives. Students will be notified of changes through Canvas.

Grades of Incomplete
An incomplete grade may be granted only under exceptional circumstances and requires documentation and instructor approval.

Weekly Schedule (Tentative)
Week 1: Course Introduction & Cyber Landscape – Quiz 1
Week 2: Governance & Leadership – Quiz 2
Week 3: Risk Management – Quiz 3
Week 4: Standards & Compliance – Quiz 4
Week 5: Controls & Safeguards – Quiz 5
Week 6: Security Policies – Quiz 6
Week 7: Program Management – Quiz 7
Week 8: Midterm Exam
Week 9: Incident Response – Quiz 8
Week 10: Business Continuity – Quiz 9
Week 11: Human Factors – Quiz 10
Week 12: Emerging Technologies – Quiz 11
Week 13: Metrics & Reporting – Quiz 12
Week 14: Final Project Due / Presentations
Week 15: Final Exam


Instructor Background Information
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Adjunct Business Faculty, MIS, Business Analytics and Administration
Email: eduard.merc@chaminade.edu
Phone: (808) 739-8594

Dr. Eduard “Eddie” Merc, originally from Slovakia, Eastern Europe, has taught at the University level for over 16 years in areas such as international business management, global comparative management, computer science, entrepreneurship, business technology management, business data analytics, business statistics, operational management and business process management. Prior to teaching at Chaminade University of Honolulu, he taught extensively at Hawaii Pacific University, University of Hawai`i at Mānoa, and Brigham Young University-Hawaii. 

Professor Merc also has experience in the corporate and nonprofit sectors.  As Interim Manager/Specialist, Leadership and Professional Development at Hawaiian Airlines, he designed and managed Leadership and Professional Development (LPD) curriculum and workshops.  Then, as a Senior Manager in Educational Learning Design and Support (LDS), he managed various computer-based courses (CBTs) to provide technical and professional development training to over 1,800 + employees. Also, as a former Director of Adult Tennis Development at United States Tennis Association (USTA), Eddie managed one of the largest nonprofit programs in sports industry throughout Hawai`i for 3 years.

Professor Merc is a proud member of the Hawai`i Air National Guard, where he serves as Financial Management Technician at Pearl Harbor-Hickam, and will soon be transitioning to Cyberspace Operations Command at Wheeler AFB.

Dr. Merc received his BS in Information Systems and BA in International Business from Brigham Young University-Hawaii, his MBA and MSIS from Hawaii Pacific University, and his Ph.D. in Education, with a concentration in Learning Design & Educational Technology Systems at University of Hawai`i at Mānoa.
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