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2016 Spring Semester 
January 11 – April 29, 2016
CS-471-01-1 Cyberspace and Cybersecurity Essentials

	
Life Long Learning is a core of the university environment.  Learning is the responsibility of students.  "Tell me and I forget. Show me and I remember. Involve me and I understand." This Chinese proverb I use in my classroom.  Class participation is priceless.




1. [image: Cover image for Computer Security: Principles and Practice, 2nd Edition]OVERVIEW

Cyberspace security is everybody’s responsibility.  We live more and more of our lives on-line. Basic needs like water supply, electricity, transportation and communication increasingly depend on digital commands.  By disrupting digital the world our real lives are also disrupted - we are vulnerable to hackers, cyberattacks.

Without the wireless networks connecting us, the Intranets of universities, hospitals, banks and various research institutions and government websites, the life we know ceases to exist. It is the same interconnection that keeps us close with one click, creates the greatest threat to our generation: cybersecurity.

In 2009, President Obama declared that the “cyber threat is one of the most serious economic and national security challenges we face as a nation”, and that the future of America’s economic prosperity hinges on the effectiveness of cybersecurity. It is our responsibility to be aware of these threats, to learn what to do and how to act if our digital device is being infected with malware. We cannot eliminate cyberattacks but we can prevent their destructive effects by gaining the knowledge, which this course offers you.

Director of the National Security Agency and commander of U.S. Cyber Command, Gen. Keith Alexander stated that the largest obstacle in improving the nation’s cybersecurity is the insufficient knowledge regarding the actual size of the threat and how networks operate.  Do your part and learn how to prevent cyberspace attacks in your digital world to protect yourself and others around you.

Cyberspace and all the risks that come with it are real and NOT virtual.  The great irony of the network neutrality is that the very technologies that connect us and empower us to create and build also enables others to disrupt and destroy.  We rely on the Internet to pay our bills, to shop, to bank but we have to learn a whole new vocabulary to stay ahead of cyber criminals - spyware and malware and spoofing and phishing and botnets. We should begin a national campaign to promote cybersecurity awareness and digital literacy from our boardrooms to our classrooms and to build a digital workforce for the 21st century.

Let’s take a first step and not allow us to be victimized by the cyberspace hackers.

Class Schedule: 		02:30 – 03:20 PM MWF at room H121
Office Hours: 		Noon – 01:00 PM MWF at Kieffer Room 26
	

Instructor Information:	Maria Brownlow, Ph.D.
Primary email:		mariabrownlow@hawaiiantel.net

email: 			maria.brownlow@chaminade.edu
Contact Office:		808-739-8337

TEXTBOOK:

	
CS-471-01-1 Cyberspace and Cybersecurity Essentials (3 Credits)
Textbook: William Stallings, Lawrie Brown “Computer Security, Principles and Practice”, Second Edition Pearson, Prentice Hall, Inc., ISBN: 978-0-13-277506-9 or 0-13-277506-9.

Note: It is not required to purchase a textbook for this course.   Students will acquire basic knowledge for this course in the classroom.  Many resources will be used for this course.  However, if you are planning to rent, purchase access to an ebook or buy a used book, make sure that you use above ISBN#, author and edition as specified above.



2. COURSE LEARNING OUTCOMES AND LINKAGES TO PROGRAM LEARNING OUTCOMES
At the conclusion of the CS-471-01-1 course students will demonstrate:
1. The ability to understand and explain the computer systems security essentials to analyze the requirements for cybersecurity systems, including mobile devices, assess threats, analyze losses, etc. 
2. An understanding of vulnerabilities of information systems and how to prevent them. 
3. An understanding of the legal and ethical aspects of cybercrime and computer crime in view of social, economic, defense-related and geopolitical issues.
4. The student will demonstrate an understanding of the legal and ethical aspects in which the cybersecurity and computer science professional operates.
5. The student will acquire an essential knowledge of evolving new cybersecurity strategies in building security into critical systems as early in their life cycle as possible, identify categories of cyber-attacks and take more proactive approach to risk management. 

3. CATALOG DESCRIPTION
This course addresses trending and current computer science topics and emerging new technologies that have a profound influence on computing. The course is a combination of lecture and laboratory work. Examples: cyberspace and cybersecurity essentials, cloud computing, social networking, artificial intelligence, increasing computer performance through parallel processing, etc.  Offered fall and spring semesters.  

4. COURSE DESCRIPTION
This course provides an up- to- date review of developments in computer security.  Central problems that challenge security designers and administrators comprise of defining the threats to computer and network systems, evaluating the relative risks of these threats, and developing effective countermeasures.

NOTE: Additional subjects have been added to make students aware of the most widely discussed challenges that digital organization is facing today:
1. Cloud Computing: benefits and risks, staying ahead of security challenges
2. Defining the IT Security Program in Today’s Business
3. Understanding  the Transition from Information Security to Risk Management and Beyond 

We begin with an overview of the Computer Security Technology and Principles.  The student will learn the key cryptographic algorithms; discuss their use, weaknesses and strength.  Further, we will look at computer security such as: authentication, access control, database security, intrusion detection, malicious software, denial of service, firewalls, trusted computing and multilevel security.

The following are examples of subjects that will be discussed in this course:
1. Be aware that clicking on shortened links could spell trouble.  You do not know where exactly that link might be sending you.  It could be a fake website.
2. How to safely verify URLs?
3. What smart steps you should take when your password is stolen?
4. Dos and don’ts of mobile banking.
5. Be aware of ransomware.
6. Send and receive e-cards safely.
7. The new breed of on-line security threats.
 
Then we continue with presenting the management aspects of information and computer security, for example, physical and infrastructure security, human factors, legal and ethical aspects, etc.  We close with introducing Internet authentication applications.  

Note: This course context is updated every semester to discuss the most recent developments in cyberspace security area.

5. COURSE OUTLINE

	Chapter#
	Course Outline

	Ch1
	OVERVIEW
Computer Security Concepts Overview

	Ch2
	PART 1: COMPUTER SECURITY TECHNOLOGY AND PRINCIPALS
Cryptographic Tools

	Ch3
	User Authentication

	Ch4
	Access Control

	Ch5
	Database Security

	Ch6 
	Malicious Software

	Ch7
	Denial- of- Service Attacks

	Ch8
	Intrusion Detection

	Ch9
	Firewalls and Intrusion Prevention Systems

	Ch10

	PART 2: SOFTWARE SECURITY and TRUSTED SYSTEMS
Buffer Overflow

	Ch14
	PART 3: MANAGEMENT ISSUES
IT Security Management and Risk Assessment

	Ch15
	IT Security Controls, Plans and Procedures

	Ch16
	Physical and Infrastructure Security

	Ch17
	Human Resources Security

	Ch18
	Security Auditing

	Ch19
	Legal and Ethical Aspects

	
	Understanding Cloud Computing
Defining the IT Security Program in Today’s Business
Understanding  the Transition from Information Security to Risk Management and Beyond



	Resources

	Note: Detailed schedule of class subjects is provided in the “Schedule and Assignments” document posed on eCollege, doc sharing folder.  In fact, eCollege is a place where CS-471-01-1 students meet in cyberspace.
http://williamstallings.com/
http://www.computersciencestudent.com/    great resource for students, including “humor to take your mind off your work once in  while”



6. GRADING
Grading will be based on the following table:

	GRADING YOUR ACCOMPLISHMENTS:
Assignments                       
Exams                                                              Attendance & class participation         Priceless
	GRADE SCALE:   
  A =   90% – 100%
B =   80% – 90%
C =   70% – 80%
D =   60% – 70%



7. POLICIES
Late assignments
Class begins on time.  Unexcused absence is unacceptable.  Chronic tardiness will be viewed as absence from class.  Attendance is expected and essential for your progress in this class.  Although our textbook is excellent, the goal of the lecture and discussion is to provide the needed context to remove barriers to your understanding of the material.

Please refrain from eating in class
No makeup exams will be granted in the event of an absence.  If a student cannot attend a class in which an exam has been scheduled, the student must notify the instructor no later than the class prior to the scheduled exam.  In the event of illness, a Doctor’s note will be expected.

Policy on cell phones and music devices  
Music Devices and Cellular Phones:  Unless specifically permitted by your instructor, use of music devices and cell phones is prohibited during all at Chaminade as it is discourteous and may lead to suspicion of academic misconduct.  Students unable to comply will be asked to leave class. Please refrain from eating in classroom during the class in progress.

ADA Accommodations:  Students with special needs who meet criteria for the Americans with Disabilities Act (ADA) provisions must provide written documentation of the need for accommodation from CUH Counseling Center (Dr. June Yasuhara, 735-4845) by the end of the third week of classes.  Failure to provide written documentation will prevent your instructor from making necessary accommodations.  Please refer any questions to the Dean of Students and review procedures at www.chaminade.edu/student_life/sss/counseling_services.php
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