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SYLLABUS

2011 Fall Day Semester 
August 22, 2011 – December 8, 2011
CS480 Special Topics: Cyberspace and Cybersecurity Essentials
1. Overview

Every past century was dominated by a single new technology.  The 18th century was the era of mechanical systems of industrial revolution.  The 19th century was the age of the steam engine following by the discoveries and development of the western territories of the United States.  The 20th century, brought the discovery of the Internet and its unprecedented growth.  The 21sh century exploded with information gathering, processing and distribution.  The launching of the communication satellites enabled information and events flow in real-time. 
Class Schedule: 

08:30 – 09:20 AM; M at room HENR124

Office Hours: 

03:30 – 04:30 PM; MWF at Kieffer Room 26

Instructor Information:
Dr. Maria Brownlow 

email: 


maria.brownlow@chaminade.edu
Contact:


808-396-8132 

Textbook:

	CS 480 Cyberspace and Cybersecurity Essentials (1-3 Credits)

Textbook: William Stallings, Lawrie Brown “Computer Security, Principles and Practice”,  Pearson, Prentice Hall, Inc., ISBN: 0-13-600424-5
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2. Course Learning Outcomes and Linkages to Program Learning Outcomes

At the conclusion of the CS480 course students will demonstrate:

1. The ability to understand and explain the computer systems security essentials to analyze the requirements for cybersecurity systems, including mobile devices, assess threats, analyze losses, etc….

2. An understanding of vulnerabilities of information systems and how to eliminate them. 
3. An understanding of the legal and ethical aspects of cybercrime and computer crime in view of social, economic, defense-related and geopolitical issues.
4. The student will demonstrate an understanding of the legal and ethical aspects in which the cybersecurity and computer science professional operates.
5. The student will acquire an essential knowledge of evolving new cybersecurity strategies in building security into critical systems as early in their life cycle as possible, identify categories of cyber-attacks and take more proactive approach to risk management. 
3. Catalog Description

Lecture or laboratory work on selected topics; e.g., artificial intelligence, parallel processing, information retrieval, data communications technology.  Prerequisites:  Permission of program advisor.
Note:  Per Dean of NSM, Helen Turner, “ … for Fall 2011 we will be waiving pre-requisites for CS480  Cyberspace and Cybersecurity Essentials seminar.  The faculty has determined that for this particular subject matter in the 480, there are no applicable pre-requisites.” 
4. Course Description

This course provides an up- to- date review of developments in computer security.  Central problems that challenge security designers and administrators comprise of defining the threats to computer and network systems, evaluating the relative risks of these threats, and developing effective countermeasures.
Note: In this semester, three additional subjects have been added to make students aware of the most widely discussed challenges that business is facing today:

1. Cloud Computing

2. Defining the IT Security Program in Today’s Business

3. Understanding  the Transition from Information Security to Risk Management and Beyond 

We begin with an overview of Computer Security Technology and Principles.  The student will learn the key cryptographic algorithms, discuss their use and issues of strength.  Further, we will look at computer security such as: authentication, access control, database security, intrusion detection, malicious software, denial of service, firewalls, and trusted computing and multilevel security. 

Then we continue with presenting the management aspects of information and computer security, for example, physical and infrastructure security, human factors, legal and ethical aspects, etc…  We close with introducing Internet authentication applications.  
5. Tentative Schedule

	Resources

	Note: Detailed schedule of class subjects is provided in the “Schedule and Assignments” document posed on eCollege, doc sharing folder.  In fact, eCollege is a place where CS480 students meet in cyberspace.

http://williamstallings.com/
http://www.computersciencestudent.com/   ( great resource for students, including “humor to take your mind off your work once in a while”

 


6. Grading
Grading will be based on the following table:

	Grading your accomplishments:

Homework assignments                           15%

Classroom participation                              15%
Projects                                                          15%
Exams                                                              55%
	Grade scale:   

A = 100% – 90%

B =   89% – 80%

C =   79% – 70%

D =   69% – 60%


7. Policies
Late assignments.  Any assignment turned in after the due date deadline is considered being late and will be graded accordingly.  Class begins on time.  Chronic tardiness will be viewed as absence from class.  Regular attendance is expected and essential for your progress in this class.  Although our textbook is excellent, the goal of lecture and discussion will be to provide the needed context to remove barriers to your understanding of the material.
Please refrain from eating in class.

No makeup exams will be granted in the event of an absence.  If a student cannot attend a class in which an exam has been scheduled, the student must notify the instructor no later than the class prior to the scheduled exam.  In the event of illness, a Doctor’s note will be expected.

You are encouraged to work together; however, all graded material must be your own.  You are also expected to have read and to abide by the “Student Rules of Conduct” which are available in your copy of Chaminade University’s Student Handbook.  

Policy on cell phones and music devices.  

Because electronic devices, such as cellular phones, pagers, and musical devices can be disruptive to normal classes, the following is the policy for all Natural Sciences and Mathematics classes at Chaminade.  Electronic devices are also prohibited during exams.

Use of music devices and cell phones is prohibited during all Natural Science and Mathematics classes at Chaminade, unless specifically permitted by your instructor.  Use of cell phones and music devices in laboratories is a safety issue.  In addition, use of cell phones and music devices in any class is discourteous and may lead to suspicion of academic misconduct.  Students who cannot comply with this rule will be asked to leave class and may be subject to laboratory safety violation fines.  Please refer any questions to the Dean of Natural Sciences and Mathematics.
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