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 Syllabus for CS 480 Cyberspace and Cybersecurity Essentials
	CS 480 Cyberspace and Cybersecurity Essentials (3 Credits)

	Textbook: William Stallings, Lawrie Brown “Computer Security, Principles and Practice”, Pearson, Prentice Hall, Inc., ISBN: 0-13-600424-5 




2011 Spring Day Semester - January 10, 2011 – April 29, 2011
Class Schedule: 

11:00 – 11:50 AM; F at room H124
Office Hours: 


11:00 – 12:00 AM; M W at Kieffer Room 26




  1:00 –   2:00 PM       F at Kieffer Room 26 or by appointment    
Instructor Information:
Dr. Maria Brownlow 
email: 



maria.brownlow@adjunct.chaminade.edu
Contact:


808-396-8132 

Catalogue Course Description CS 480 Special Topics (1-3). 
Lecture or laboratory work on selected topics; e.g., artificial intelligence, parallel processing, information retrieval, data communications technology.  Prerequisites:  Permission of program advisor.  
Cyberspace and Cybersecurity Essentials
Every past century was dominated by a single new technology.  The 18th century was the era of mechanical systems of industrial revolution.  The 19th century was the age of the steam engine following by the discoveries and development of the western territories of the United States.  The 20th century, with the Internet discovery and unprecedented growth, was information gathering, processing and distribution.  The launching of the communication satellites enabled information and events flow in real-time.  We all were ‘glued’ to TV sets watching Operation Desert Storm (1991), Tsunami disaster in Indonesia (2006) or Beijing 2008 Olympic Games.    
As our ability and hunger to process and distribute information grows, the demand for ever more sophisticated information processing grows even faster.  Throughout the world, governments, defense industries, and companies in finance, power, and telecommunications are increasingly targeted by overlapping surges of cyber-attacks from criminals and nation-states seeking economic or military advantage.  This is the age of universal electronic connectivity 24x7.  Decentralization networks and computers and merging of computers and communication have had a profound influence on the ways systems are organized today.  We remember Sun Microsystems slogan “network is your system” is so true today.  Before systems were locked in the computer centers’, now they morphed to networks, and networks morphed to cyberspace.         
This unprecedented growth of universal electronic connectivity, viruses and hackers, of electronic eaves-dropping and electronic fraud, created an alarming awareness and need for cybersecurity.  The number of attacks is now so large and their sophistication so great, that many organizations are having trouble determining which new threats and vulnerabilities pose the greatest risk and how resources should be allocated to ensure that the most probable and damaging attacks are dealt with first.  Exacerbating the problem is that people and most organizations do not have an Internet-wide view of the attacks.

Purpose

Through the studies and discussions, students will gain awareness of the need to protect data and resources from unauthorized disclosure and prevent damaging use of data and fake messages.  Students will learn of practical readily available applications to enforce cybersecurity and to learn how to protect network systems from cyberatacks.  Students will be able to understand existing and emerging threats that pose significant risk to networks and the criticality of information that is generated, processed, transmitted, and stored on those networks systems.   
Learning Outcomes
The student will be able to understand the computer systems security essentials.
The student will demonstrate the ability to analyze principles of the requirements for cybersecurity systems, including mobile devices, assess threats, analyze losses, etc… 
The student will understand vulnerabilities of information systems and how to eliminate them.
The student will demonstrate an understanding of the legal and ethical aspects of cybercrime and computer crime in view of social, economic, defense-related and geopolitical issues.  
The student will demonstrate an understanding of the legal and ethical aspects in which the cybersecurity and computer science professional operates. 

The student will understand and evaluate cybersecurity vulnerabilities and demonstrate aptitude to implement best practices in mitigation risks and control of the networks and systems.

The student will acquire an essential knowledge of evolving new cybersecurity strategies in building security into critical systems as early in their life cycle as possible, identify categories of cyber-attacks and take more proactive approach to risk management.  

Keys to Success

· Complete and submit your work within the time frame allotted 
· Be on time and attend each class; manage your time before entering the classroom because once class is in session late arrivals will disturb the focus of all others
· Prepare yourself to become a professional in today’s business world

· Get in the game, success is an objective to be achieved and not due to good luck

Course Teaching Approach
In the world of instant communication, it is paramount to understand of essentials of the cyberspace and cybersecurity.  A new technology is continually evolving and being widely discussed in universities, organizations and various government and business forums.

This course is designed to promote student participation through discussions of current cyberspace security issues.  Students will study and apply process thinking to practical security issues and analyze decisions faced by government and business of providing secure systems.  Thus, it is important to know the capability of the process, challenges of the cyberspace we all live in, cybersecurity vulnerabilities and limitations in order to implement secure network systems.  
Applications, technology and audio-visual tools will make this course highly interactive and experiential.  The undergraduate course will be taught, using all or some of the pedagogy resources listed below: 
a) Lectures, supported by PowerPoint presentations. 
b) A special web page has been set up for this textbook at:

WilliamStallings.com/CompSec/CompSec1e.html and WilliamStallings.com/StudentSupport.html
c) Case Studies will be presented in the classroom to illustrate concepts and develop critical thinking skills and approaches to real-life cyberspace security issues.
d) Projects will be assigned to student teams in an effort to develop team skills; each student will have an opportunity to make project presentation.  
e) Supplementary materials and handouts will be provided to students to aid in understanding cyberspace security essentials.
f) In-class exercises comprised of challenging questions will be presented and the handling of resolutions will be discussed in order to provide an overall approach for the concepts presented.
g) Chapter handouts will be made available to students; these handouts will be used by students to follow the lectures, Power Point presentations and for note taking purposes.  These handouts can be used for exam preparation.
h) Videos, if available. 
Recommended Learning Strategies
1. Chapter Assignments must be read prior to each class.  Students familiar with chapter materials will more effectively participate in class by being prepared to offer critical comments and pose thoughtful questions.   
2. Review examples and solutions within each chapter to reinforce the understanding of presented concepts.

3. Complete tests and quizzes after each chapter to reinforce the learning material.  
4. Submit assigned homework on time.        

5. Contribute to and participate in team projects.  You will learn to become a confident public speaker and improve your presentation skills.

6. Take part in classroom discussions and ask questions.

7. Review supplementary materials in preparation for midterm and final exams.

8. Complete and return the final exam, as scheduled.

Class sessions are designed to promote student participation through the discussion of current events in the business world as they relate to the cyberspace and network systems security.
	Grading your accomplishments:
Homework assignments 
             20%

Classroom participation

             20%

Team projects



20%
      Exams
     


      40%


	Grade scale:   
A = 100% – 90%

B =   89% – 80%

C =   79% – 70%

D =   69% – 60%
                              


All examinations will be Open Book.    Attendance is required.  The three lowest quiz grades will be dropped.  Homework and other assignments will be posted on eCollege portal.  Occasionally homework will be assigned via email attachment.  Homework must be completed on-time.  The final grade will be computed by averaging the points from each graded item.  Tests or quizzes might be given with each chapter.  A request to make up an examination will be allowed only with prior approval from the instructor.  You must request the make up date before the scheduled examination date.   Contact me if you have any questions.
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