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CJA 774 CRITICAL INFRASTRUCTURE

Course Information:

Semester: 

Instructor: David K Copp III

· Retired Air Force Lt Col with 22 ½ years in operations and command control
· Currently employed with SAIC as an Intelligence Planner/CT Analyst supporting the US Army Pacific Intelligence Directorate.

· Led USAF effort to implement a Continuity of Operations Plan (COOP) and engineering solution after the Sep 11th attack on the Pentagon.

· Adjunct Professor Chaminade University, Dept of Criminal Justice & Homeland Security Graduate Program – 3 1/2  yrs

· Current Projects: Overseas Contingency Operations, Theater Security Cooperation Program, and Future Intel Planning

Contact Info: 

Primary: david.copp@adjunct.chaminade.edu 

Secondary: david.coppiii@us.army.mil
Phone (W): 438-8602

Course Description:

Protecting and ensuring the continuity of the critical infrastructure and key resources (CIKR) of the United States is essential to the Nation’s security, public health and safety, economic vitality, and way of life. CIKR includes physical or virtual assets, systems, and networks so vital to the United States that the incapacity or destruction of such assets, systems, or networks would have a debilitating impact on security, national economic security, public health or safety, or any combination of those matters. 

 The National Infrastructure Protection Plan (NIPP) provides the coordinated approach that is used to establish national priorities, goals, and requirements for CIKR protection so that Federal resources are applied in the most effective and efficient manner to reduce vulnerability, deter threats, and minimize the consequences of attacks and other incidents. It establishes the overarching concepts relevant to all CIKR sectors identified under the authority of Homeland Security Presidential Directive 7, and addresses the physical, cyber, and human considerations required for effective implementation of protective programs and resiliency strategies. 

This course will introduce the students to a risk management framework, which establishes the processes for combining consequence, vulnerability, and threat information to produce a comprehensive, systematic, and rational assessment of national or sector risk. It will expose students to the 11critical infrastructure sectors: Water, Power & Energy, Information & Telecommunications, Chemical Industry, Transportation, Banking & Finance, Defense Industry, Postal & Shipping, Agriculture & Food, Public Health, and Emergency Services; identify corresponding dependencies and define the strategic planning processes that results in a business plan that mitigates the identified risks.  
In addition to understanding of the critical infrastructure protection component, students will be introduced to the National Incident Management System (NIMS). This system provides a consistent nationwide template to enable Federal, State, tribal, and local governments, the private sector, and nongovernmental organizations to work together effectively and efficiently to prepare for, prevent, respond to, and recover from domestic incidents, regardless of cause, size, or complexity, including acts of catastrophic terrorism. NIMS benefits include a unified approach to incident management; standard command and management structures; and emphasis on preparedness, mutual aid, and resource management. 
Purpose:

Critical infrastructures are too large and complex for us to protect every mile, building, bridge, ship, airplane, and power sub-station. Complete coverage would be far too expensive and difficult to implement. So the challenge of critical infrastructure protection is how to create a policy that achieves maximal prevention and protection given limited resources. Therefore the aim of this course is to show how to reason about vast and complex systems, analyze their weaknesses, and formulate strategies that allocate limited resources in the most efficient and effective manner.

Obtaining National Incident Management System (NIMS) certification in select NIMS courses will prepare the student for emergency situations for a major incident that may require assistance from other local jurisdictions, State, and/or Federal Government. The bottom line is that every community in America is a potential recipient of mutual aid, and having a common incident management system allows the arriving mutual aid to be seamlessly integrated into your operations.
Topics Covered: 

· 11critical infrastructure sectors: Water, Power & Energy, Information & Telecommunications, Chemical Industry, Transportation, Banking & Finance, Defense Industry, Postal & Shipping, Agriculture & Food, Public Health, and Emergency Services How each sector has evolved because of economic and regulatory forces.
· How each sector is technically structured, e.g. its architecture.

· How to apply the vulnerability analysis technique.

· Analysis of major national assets such as water utilities of major metropolitan areas, the national power grid, the national energy supply chain, and the Information Technology sector that underlies almost all other sectors.

· National Incident Management System (NIMS).

Required Reading 

· Lewis, Ted G., “Critical Infrastructure Protection in Homeland Security: Defending a Networked Nation,” Manuscript under preparation, 2004.

· NIMS: http://www.fema.gov/emergency/nims/
· http://training.fema.gov/IS/crslist.asp
Program Learning Outcomes: At the completion of the course, students will be able to apply the vulnerability technique to any critical infrastructure within their multi-jurisdictional region, and derive best strategies and draft policies for prevention of future terrorist attacks.

Student Learning Outcomes:
Upon completion of this course students will demonstrate an understanding of:

1. The regulatory and technical architecture of the principle critical infrastructure sectors in the U.S.:

2. How each critical infrastructure sector works?

3. The vulnerabilities in each critical infrastructure sector.

4. How to perform a vulnerability analysis on a CI sector and develop a business plan to mitigate the risk.
5. How to formulate best strategies on how to maximize protection of each sector given budgetary constraints in the student’s region or area of responsibility.

Grading

Grading is based on three activities:

· Activity 1: In this class you will take 4 quizzes, it will be posted on the Ecollege Site. 
· Activity 2: You will complete the certification course posted on the Emergency Management Institute Web site. The course is identified below.  Your certificate of completion is the documentation required. 

· Activity 3: The project is a 15 page double spaced thesis on the CIP area you chosen from the assigned readings and research material. 

40%
Quizzes: Chapters 1, 2, 3,7,8,9,10,11,12, & 13

40%
Certification in NIMS 
20%
Final Project

Quizzes:

· Quiz One, Chapters 1 -3, 
· Quiz Two covers Chapters 7-9

· Quiz Three covers Chapters 10 & 11

· Quiz Four covers Chapters 12 & 13


Emergency Management Certification Courses:
· IS-100.a Introduction to Incident Command System, ICS-100 

· IS-547.a Introduction to Continuity of Operations
· IS-700.a NIMS an Introduction

· IS-702.a – National Incident Management System (NIMS) Public Information Systems

· IS 800.B National Response Framework, An Introduction

· IS 1900 NDMS Federal Coordinating Center Operations Course
Grading Scale:
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